
Introduction and Course 
Overview
CS/ECE 407



Today’s objectives 

Understand the course objectives


Describe setting for MPC


A puzzle
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Course Website 

https://courses.grainger.illinois.edu/
cs598dh/sp2024/
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What is this course about? 

Use cryptography to run computer 
programs on “encrypted” data.

Study cryptographic 
protocols and their security
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What is this course about? 

Use cryptography to run computer 
programs on “encrypted” data.

By doing so, we can solve 
problems while keeping the 

underlying data private.



classic cryptography setting
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What is this course not about?



Privacy

Authenticity

7

What is this course not about?
classic cryptography setting



Privacy (informal)

Eve cannot understand 
the conversation between 

Alice and Bob

8



Authenticity (informal)

Eve cannot pretend to be 
Alice or Bob
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This Class

Privacy

Authenticity
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This Class

Privacy

Authenticity

? ?
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This Class

? ?

willingness to collaborate

complete trust
≠
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You make a new account online
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You make a new account online


Some time passes…
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You make a new account online


Some time passes…


Google Chrome tells you that your 
username/password was leaked
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You 

“CS598DH // Password123”

…

“SuzieQ // Password1”


“DonnyK // Secret”

“AlanT // MyDogIsGreat”


“CS598DH // Password123”

…
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You 

“CS598DH // Password123”

…

“SuzieQ // Password1”


“DonnyK // Secret”

“AlanT // MyDogIsGreat”


“CS598DH // Password123”

…

Option 1
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You 

“CS598DH // Password123”

…

“SuzieQ // Password1”


“DonnyK // Secret”

“AlanT // MyDogIsGreat”


“CS598DH // Password123”

…

Option 2
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You 

“CS598DH // Password123”

…

“SuzieQ // Password1”


“DonnyK // Secret”

“AlanT // MyDogIsGreat”


“CS598DH // Password123”

…

Crypto 
Magic
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Google Password Manager 
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x y

Crypto 
Magic

f, g
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x y

Crypto 
Magicf(x, y) g(x, y)

f, g
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x y

Crypto 
Magicf(x, y) g(x, y)

f, g

Privacy

Authenticity
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Privacy (informal)

Alice learns nothing about 
Bob’s input  

(except for what is implied 
by the function output)
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Authenticity (informal)

Alice cannot force Bob to 
output something different 

than  g(x, y)
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This Class
What is privacy?


What is authenticity?


What are the basic tools of this magic?


What is the cutting edge of this magic?
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Something to think about…

x y

x ∧ y x ∧ y
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Something to think about…

x y

x ⊕ y x ⊕ y


